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Despite the large size of most communication and transportation systems, there are short paths between nodes

in these networks which guarantee the efficient information, data and passenger delivery; furthermore these networks

have a surprising tolerance under random errors thanks to their inherent scale-free topology. However, their scale-free

topology also makes them fragile under intentional attacks, leaving us a challenge on how to improve the network

robustness against intentional attacks without losing their strong tolerance under random errors and high message

and passenger delivering capacity. Here we propose two methods (SL method and SH method) to enhance scale-free

network’s tolerance under attack in different conditions.
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1. Introduction

Scale- free topology is widely observed in many
communication and transportation systems,[1−4] such
as the Internet,[5,6] the World Wide Web (WWW),[7]

the airline network[8] and the Wireless Sensor Net-
work (WSN).[9] To maintain functionality, all these
networks are characterized by the features of short
path length[10,11] and high error tolerance. Not lik-
ing a random network, the node degree in these net-
works is not uniformly distributed but follows a power-
law distribution,[11−19] implying that these networks
are scale-invariant without a ‘typical’ node.[20] The
scale-free property rooted in network inhomogeneous
connectivity reduces the network attack survivability,
making scale-free topology not a good candidate for
communication and transportation systems when un-
der an intentional attack.[21−24]

A challenge is left to us on how to improve the
network robustness against intentional attacks with-
out losing network short path length and robustness

on random failures. In the communication network,
we try to increase the network attack tolerance yet
maintain fast and efficient delivery of messages. In
the airline network, we hope to control the air traffic,
avoiding the airline cancellations or delays caused by
the problems happening at some airports. To explore
the feasible and efficient methods for enhancing the
attack tolerance for different kinds of networks, we
propose two methods of the spatial limited network
(where links are hard to re-link, i.e. the power grid
network, the Internet router network) and the spa-
tial unlimited network (i.e. the airline network and
the Internet switcher network). We make the com-
parisons of the error and attack tolerance between the
reconstructed networks and the original networks (the
scale-free network constructed by the BA model, the
Internet network and the airline network) and test the
feasibility of our methodology.

The rest of the present paper is organized as fol-
lows. In Section 2, we introduce two methods of deal-
ing with the two kinds of networks (the spatial limited

∗Project supported in part by the China Scholarships Council (Grant No. 2007103794), the Defence Threat Reduction Agency

Award HDTRA1-08-1-0027, the James S. McDonnell Foundation 21st Century Initiative in Studying Complex Systems, the

National Science Foundation within the DDDAS (CNS-0540348), ITR (DMR-0426737) and IIS-0513650 programs, the US Office

of Naval Research Award N00014-07-C, the National Natural Science Foundation of China (Grant Nos. 80678605 and 60903157),

and the National High Technology Research and Development Program of China (Grant No. 2009AA01Z422).
†Corresponding author. E-mail: zehuiqu@163.com

c© 2010 Chinese Physical Society and IOP Publishing Ltd
http://www.iop.org/journals/cpb　http://cpb.iphy.ac.cn

110504-1



Chin. Phys. B Vol. 19, No. 11 (2010) 110504

network and the spatial unlimited network). In Sec-
tion 3, we provide a theoretical analysis on the average
path length and the degree distribution for the recon-
structed networks. In Section 4, we use our methods
in BA model and two real networks to test their fea-
sibilities. Conclusions are given in Section 5.

2. Methodology

The basic starting point of our methodology is to
enhance the network attack tolerance by decreasing
a Pc fraction of the hub degree without introducing
a big increase to the network average path length l.
Pc can be selected appropriately according to the real
conditions. For the spatially unlimited network whose
links can be easily re-linked (see switcher networks in
Fig. 1(a)), the switch link (SL) method provides us
an economic way to improve the network attack tol-

erance without adding new expensive nodes. In the
SL method, we first address two links connecting a
hub and then we keep the first link unchanged, dis-
connect the second link from the hub and connect it
to the non-hub node connected by the first link (see
Fig. 1(b)). For the spatially limited networks, the SL
method is not economic and feasible because nodes
are usually far from each other (see router networks
in Fig. 1(a)). In this case we propose another method,
i.e. split hub (SH) method. In the SH method, we re-
place the hub node by a 3-clique (see Fig. 1(b)). This
method is suited for the networks where new nodes can
be easily added. Figures 1(a) and 1(b) show the orig-
inal Internet network and the reconstructed Internet
network (which is composed of the switcher networks
and the router networks) constructed using these two
methods, respectively. We will introduce the details
of these two methods in the following.

Fig. 1. SL and SH methods. In panel (a), the original Internet network is illustrated as the connections of

the routers and some sub networks in which switchers are connected, the distances between the routers are not

negligible. In the sub networks, there are many switchers close to each other. In panel (b), the reconstructed

Internet network using the SL and SH methods. For the router hub, because the links between the routers are

spatially limited we use the SH method. For the switchers in the sub networks, using the SL method is more

appropriate, because switchers are near each other and the links between them are easily re-linked.

2.1. Switch link (SL) method

In this method, we define the top Pc fraction of
the large degree nodes as hubs. For each hub, we can
find two non-hub nodes connecting it. We keep the
link connecting the first non-hub node and switch the
link connecting the second non-hub node to the first
non-hub node. We repeat this process until all the
links connected to the hub nodes are addressed (If a
hub has an odd degree, we do not deal with the last
link). The detailed method is: (1) for each hub node,
we select two non-hub nodes connecting it; (2) keep
the link connecting the first non-hub node; (3) switch

the link connecting the second non-hub node to the
first non-hub node;. (4) repeat steps 2 and 3 until all
the links from the hub have been considered; (5) re-
peat steps 1–4, until all the hub nodes are addressed.

2.2. Split hub (SH) method

In this method, we again define the top Pc frac-
tion of nodes as hubs and replace the hub nodes by
3-cliques.[15] The detailed method is: (1) select one
hub node; (2) replace the hub by a 3-clique; (3) con-
nect the non-hub nodes which connect the original hub
node randomly to the 3-clique nodes; (4) repeat steps
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1–3 until all the hub nodes are addressed.

3. Analytical results

In this section, using the BA model as a sample,
we analytically investigate the reconstructed network
properties such as average path length l and degree
distribution P (k), demonstrating that our methods
can preserve network small world property and scale-
free topology.

3.1.Average path length l

After reconstructing the network, the average
length l will change. We assume that a path with
length l has l-1 nodes between the source and the des-
tination and we also assume that Phl (Phl < 1) is the
fraction of hub nodes in the path. For the SL method,
half of the non-hub nodes connecting the hubs are re-
linked to the other half of the non-hub nodes, which
makes the average path length have an increase of at
most 1

2 (l − 1) Phl, where it was not considered that
re-linking could reduce the path length. Hence the

range of the new average path length l′ for the recon-
structed network with using the SL method is l′ ≥ l

and l′ ≤ 1
2 (l − 1) Phl + l. For the SH method, we use

the 3-clique as the representation of stuff, the new av-
erage path length of the reconstructed networks lies
between l′ ≥ l and l′ ≤ 2

3 (l − 1) Phl + l. These analyt-
ical results provide the lower and the upper bounds
of l′, demonstrating further that the network small
world property will not change because l′ and l have
the same scales of magnitude.

3.2.Degree distribution p(k)

There are two categories of nodes: hub nodes and
non-hub nodes. In the following, we theoretically cal-
culate the new degree distribution p′(k) in the recon-
structed network to demonstrate that our SL and SH
methods will not change the network scale-free prop-
erty.

For the SL method from Ref. [16] the probabil-
ity p (k, i) of finding a link between two nodes with
degrees k and i in the BA model is given by

p (k, i) =
4 (i− 1)

k (k + 1) (k + i) (k + i + 1) (k + i + 2)
+

12 (i− 1)
k (k + i− 1) (k + i) (k + i + 1) (k + i + 2)

, (1)

where the nodes with degree larger than kc are re-
garded as hub nodes.

In original network the probability of nodes with
degree k is

p (k) = αk−γ .

The probability of nodes with degree k in the recon-
structed network is given by

p′ (k) =
∞∑

i=kc

(1− p (k, i)) p (k)

+
1
2

∞∑
v=1

∞∑

i=kc

(
p (v, i) p (v)− 1

2
p (k, i) p (k)

)

+
1
2
t (2k) , (2)

where

t (2k) =





p (2k), k ≥ 1
2
kc,

0, k ≤ 1
2
kc.

The first term on the right-hand side of Eq. (2) repre-
sents the new probability for the nodes without their
connecting to the hubs, where the node degrees have
no change. The second term represents the new prob-
ability for nodes with degree less or larger than k in

the original network and with degree k after using the
SL method. The case of v = k has been calculated
both in the first and second terms, so we substrate it
from the third term. The last term represents the hub
node whose degree k is larger than kc, its degree in the
reconstructed network is equal to half of its original
degree.

For the SH method, the degree distribution is

p′ (k) =





1
3
p (3k), k > kc,

p (k) +
1
3
p (3k),

1
3
kc ≤ k ≤ kc,

p(k), k <
1
3
kc,

(3)

where p(k) = αk−γ and p(3k) = α(3k)−γ =
3−γαk−γ = 3−γp(k).

There are three cases taken into account in
Eq. (3): (1) in the reconstructed network, the hub
nodes remain hub nodes; (2) hub nodes in the original
network become non-hub nodes in the reconstructed
network; (3) the degrees of non-hub nodes in the orig-
inal network will not change.
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We calculate the new degree distribution p′(k) using different kc values. For different kc values the new
degree distributions almost overlap with the original degree distribution, uncovering that our methodology will
not change the network scale-free topology (see Fig. 2).

Fig. 2. Network degree distribution re-constructed by SL (a) and SH (b) methods, showing similar scaling laws

to that of the original network constructed by BA model.

4. Experimental results and discussion

In this paper, we use a BA model network (20000 nodes and 101349 links), an AS level map of Internet (22963
nodes and 48436 links) network and an airline network (203 nodes and 4142 links) to test our methodology.
The average path length l is an important parameter to evaluate the network efficiency for delivering message
and passengers. Hence we look at the increase of l in the reconstructed networks. For the BA-model network,
l increases less than 20% both for the SL method and SH method (see Fig. 3(a)). Figure 3(b) shows that l of
the reconstructed airline network increases at most 48% for the SH method and 20% for the SL method (see
Fig. 2(b)). The l for the reconstructed Internet network increases at most 22% for the SH method and 12% for
the SL method (see Fig. 3(c)). All of these results show that our methods will not introduce big increase in the
path length of the networks from technology to infrastructure field: the short path lengths of these networks
are well maintained. Furthermore, the SL method introduces less increase in l in the airline network and the
Internet network, hinting that the SL method is the preferential option if condition is permissible.

Fig. 3. Short path lengths for the reconstructed networks which are preserved. Panel (a) shows the average path length

of the reconstructed BA-model network with 20000 nodes and average degree 10, panel (b) indicates the average path

length of the reconstructed airline network and the original airline network with 203 nodes and an average degree 40,

and panel (c) exhibits the average path length of the reconstructed Internet network with 22963 nodes and 48436 links.

The γ parameter is an important parameter to evaluate the network topology and structure. It gives the
slope of the degree distribution. By testing this parameter, we find that the scale-free property is also well
maintained using the SL and the SH methods. In Fig. 4, all of the dot lines show the ratio between γ value
of the reconstructed network constructed using the SL method and that of the original network. The γ ratio
increases at most 20% when Pc increases from 0 to 0.5, where Pc is the percentage of the most connected nodes.
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For the SH method, all of the solid lines show that the γ ratio increases at most 10% (see dash linesin Fig. 3).

Fig. 4. Scale-free properties for the reconstructed networks, which are preserved. Panel (a) shows that ratio between γ

value of the reconstructed BA-model network and that of the original BA-model network has a slight increase but smaller

than 1.2, panel (b) for air line network and panel (c) for the Internet network show the same scenarios as panel (a).

Next we start to test the network error and attack tolerance. Here, we consider the top 1% nodes as hubs
and perform the error and the attack experiments for all of the three networks mentioned above. To test their
error tolerance, we randomly remove f fraction of the nodes, the giant component size S of each reconstructed
network has a similar behaviour as that of the original networks as f increases. This implies that our methods
keep the network surviving ability under random errors (see Fig. 5).

Fig. 5. Random error tolerances for the SL and SH methods, which are well maintained. Panel (a) shows sizes of

giant component under random errors for BA-model network and the reconstructed BA model network using SL and

SH methods, panel (b) for airline network and panel (c) for Internet network show the same scenarios as panel (a).

Next we perform the intentional attacks by removing f fraction of the most connected nodes. For the
Internet network, we observe that the giant component in the reconstructed network can survive even when
twice the high-degree nodes are removed compared as the original one (see Fig. 6(b)).

Fig. 6. Enhancement of attack tolerance for SL and SH methods. Panel (a) shows sizes of giant component after

intentional attacks for the scale-free network constructed by BA-model and the networks after the structure optimization

using our SL and SH methods. For the original airline network, the network fully falls apart at fc = 0.4, however

fc = 0.55 and fc = 0.65 for the reconstructd network based on the SH and SL method, panel (b) for the air line network

and panel (c) for the Internet network show the same scenarios as panel (a).
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For the BA model network, there is still a giant
component existing when more than 50% of most con-
nected nodes are removed (see Fig. 6(a)). The re-
constructed airline network also has larger fc than
the original network (see Fig. 6(b)). Hence the net-
works become much stronger and robust than the orig-
inal ones under intentional attacks by our optimizing
structure methods.

The underlying reason for these results can be ex-
plained into the increase of parameter γ for the scale-
free networks. For the SL method, the degrees of se-
lected hubs will become half of their original degrees
after using the SL method, at the same time, the de-
grees of nodes having an edge connecting to the hub
will increase, which results in the more even degree
distribution. The degree distribution also becomes
more average after reconstructing the network by the
SH method. For a selected hub, its degree will de-
crease to 1/N of its original degree when the hub is
replaced by the N -clique.

5. Conclusions

In this paper, we have proposed the SL and the
SH methods to enhance the robustness of the scale-
free networks under intentional attacks. We con-
sider scale-free as a crucial topology related to the

robustness of the networks and find that the networks
re-constructed by using the SL or the SH method
can maintain the network functionality and improve
the network attack tolerance. The significant find-
ing is that the robustness of the networks is improved
greatly when the parameter γ in the scale-free net-
works changes a little. On the other hand, the aver-
age path lengths only have a small difference between
the reconstructed networks and original networks. We
also compare the advantages of SL and SH methods
in different conditions. In the airline network and the
Internet network, the SL method introduces a smaller
increase in average path length; the SH method works
on the spatially limited networks. We can conclude
that the SL and the SH methods can be used to im-
prove the attack tolerance and maintain the function-
ality for scale-free network by choosing an appropriate
Pc value. Our modeling framework provides a fun-
damental tool for enhancing the security of different
kinds of networks.
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